
On-Premises Desktop as a 

Service (On-Premises DaaS):

Solving the VDI Dilemma for Government Agencies

Executive Summary
With its “Cloud-First” policy, the US Government is starving for cloud-based solutions that can help it 

ORZHU�RYHUDOO�FRVWV�DQG�PHHW�WKH�2ɝFH�RI�0DQDJHPHQW�DQG�%XGJHWȇV��20%��SROLFLHV�DQG�PDQGDWHV��7KH�
hosted desktop or Virtual Desktop Infrastructure (VDI) represents a compelling opportunity because 

it merges multiple programs requirements and funding sources: Windows migration, Cloud-First, 

WHOHZRUNLQJ��PRELOLW\��DQG�EULQJ�\RXU�RZQ�GHYLFH��%<2'���7ZR�PDMRU�REVWDFOHV��KRZHYHU��VWDQG�LQ�WKH�
ZD\��WKH�ODFN�RI�EXGJHW��&$3(;��DQG�WKH�ODFN�RI�WKH�UHTXLVLWH�NQRZOHGJH�DQG�VNLOOVHWV��

Desktop virtualization is complicated, capital intensive, and requires specialized skills – in other words, 

LWȇV�KDUG��0DQ\�Ζ7�RUJDQL]DWLRQV�VWUXJJOH�LQWHUQDOO\�WR�GHOLYHU�D�SLORW�SURMHFW�RQO\�WR�GLVFRYHU�WKH\�GR�
QRW�KDYH�WKH�FDSLWDO�EXGJHW�RU�WKH�UHVRXUFHV�WR�VFDOH�LW�DFURVV�WKH�HQWHUSULVH��2Q�SUHPLVHV�'HVNWRS�
as a Service (DaaS) is an emerging solution that delivers to the worksite both the virtual desktop 

infrastructure and the ongoing management and maintenance of the system, all backed by a service 

OHYHO�DJUHHPHQW�RQ�D�SHU�GHVNWRS�SHU�PRQWK�IHH��7KLV�SDFNDJH�PDNHV�GHVNWRS�YLUWXDOL]DWLRQ�HDV\�DQG�
VROYHV�WKH�9'Ζ�GLOHPPD�WKDW�JRYHUQPHQW�DJHQFLHV�IDFH�

The Virtual Desktop Infrastructure (VDI) Dilemma 
7RGD\��GHVNWRS�YLUWXDOL]DWLRQ�KDV�HPHUJHG�DV�DQ�HVVHQWLDO�WHFKQRORJ\�VWUDWHJ\�WR�DGGUHVV�WKH�
FKDOOHQJHV�DVVRFLDWHG�ZLWK�WHOHZRUNLQJ��PRELOLW\��DQG�EULQJ�\RXU�RZQ�GHYLFH��%<2'���7KLV�WUHQG�WRZDUGV�
“workshifting” – the practice of moving work to the most optimal location, time, and resource – increases 

RUJDQL]DWLRQDO�SURGXFWLYLW\��UHGXFHV�FRVWV��DQG�DOORZV�RUJDQL]DWLRQV�WR�UHFUXLW�DQG�UHWDLQ�WKH�EHVW�WDOHQW��

7KH�DSSHDO�RI�9'Ζ��WR�JRYHUQPHQW�DJHQFLHV�FRQFHUQHG�ZLWK�PDQDJHDELOLW\�DQG�GDWD�VHFXULW\��LV�WKDW�
GHVNWRS�DSSOLFDWLRQV�GR�QRW�QHHG�WR�EH�UH�HQJLQHHUHG�IRU�FHQWUDOL]HG�H[HFXWLRQ��)RU�WHOHZRUNLQJ��WKH�
avoidance of lost data stored at the edge on traditional PCs running on public networks is seen as a 

SULPDU\�EHQHȴW�RI�9'Ζ��7KH�LPSURYHG�PDQDJHDELOLW\�RI�FHQWUDOL]HG�GHVNWRS�FRPSXWLQJ�DOORZV�DJHQF\�Ζ7�
RUJDQL]DWLRQV�WR�PRUH�UHDGLO\�PHHW�WKH�VWULQJHQW�)Ζ60$��)HGHUDO�ΖQIRUPDWLRQ�6HFXULW\�DQG�0DQDJHPHQW�
$FW��VWDQGDUGV�UHTXLUHG�RI�DOO�*RYHUQPHQW�Ζ7�V\VWHPV��
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While VDI is an obvious solution for Government agencies with remote desktop computing 

UHTXLUHPHQWV��WKHUH�DUH�VLJQLȴFDQW�EDUULHUV�SUHYHQWLQJ�WKH�UDSLG�DGRSWLRQ�RI�WKLV�WHFKQRORJ\�

COMPLEXITY
7KH�VKLIW�WR�FHQWUDOL]HG�GHVNWRS�FRPSXWLQJ�LV�FRPSOH[�DQG�KDV�LQKHUHQW�ULVNV��6SHFLȴF�SDUWV�RI�WKH�XVHU�
SRSXODWLRQ�KDYH�GL΍HULQJ�UHTXLUHPHQWV�PDNLQJ�LW�GLɝFXOW�WR�GHOLYHU�WKH�SHUIRUPDQFH�UHTXLUHG��7KLV�LV�
FRPSRXQGHG�E\�WKH�IDFW�WKDW�WKH�9'Ζ�WHFKQRORJ\�UHTXLUHPHQWV�DUH�QRW�ZLGHO\�XQGHUVWRRG�

INTERNAL KNOWLEDGE
0RVW�DJHQF\�Ζ7�GHSDUWPHQWV�DUH�FRPSULVHG�RI�FRQWUDFWRUV�DOLJQHG�E\�VSHFLȴF�WHFKQRORJ\�FDWHJRULHV�RU�
ȊVWRYH�SLSHVȋ�Ȃ�GHVNWRS�3&V��QHWZRUN��VHUYHUV��VWRUDJH��DQG�YLUWXDO�VHUYHUV�DQG�VWRUDJH��HWF��9'Ζ�UHTXLUHV�
WKH�EOHQGLQJ�RI�WKHVH�VNLOO�VHWV��LQ�RWKHU�ZRUGV��WKH�PHUJLQJ�RI�VWRYH�SLSHG�RUJDQL]DWLRQV�

COST
:LWK�WUDGLWLRQDO�DJHQF\�Ζ7�DUFKLWHFWXUHV��9'Ζ�KDV�D�KLJK�FRVW�RI�GHSOR\PHQW��&$3(;���7KH�9'Ζ�SURSRVLWLRQ�
PRYHV�GHVNWRS�FRPSXWLQJ�IURP�ORZ�FRVW�3&ȇV�ZLWK�LQH[SHQVLYH�VWRUDJH�WR�KLJK�FRVW�GDWDFHQWHU�VHUYHUV�
ZLWK�6$1�EDVHG�VWRUDJH��6LQFH�LQ�WKHRU\��PRYLQJ�WR�D�FHQWUDOL]HG�HQYLURQPHQW�SXWV�DOO�RI�WKH�HJJV�LQ�RQH�
EDVNHW��KLJK�DYDLODELOLW\�RSWLRQV�DUH�UHTXLUHG��IXUWKHU�LQFUHDVLQJ�WKH�FRVW�RI�9'Ζ��*DUWQHU�HVWLPDWHV�WKDW�Ζ7�
LQIUDVWUXFWXUH�FRVWV�IRU�9'Ζ�FDQ�EH�����WR�����WLPHV�KLJKHU�WKDQ�WKH�FRVW�RI�WUDGLWLRQDO�3&V�

VDI vs. Desktop as a Service (DaaS)
7KH�DWWUDFWLRQ�RI�'DD6�IRU�PDQ\�JRYHUQPHQW�DJHQFLHV�LV�WKDW�LW�SURYLGHV�D�FRQVXPSWLRQ�EDVHG�FRVW�
PRGHO�WKDW�HOLPLQDWHV�PXFK�RI�WKH�XSIURQW�FDSLWDO�UHTXLUHPHQWV�IRU�GHSOR\LQJ�YLUWXDO�GHVNWRSV��

7UDGLWLRQDO�'DD6�R΍HULQJV�IURP�&ORXG�6HUYLFH�3URYLGHUV��&63��DUH�FRPSULVHG�RI�VKDUHG�PXOWL�WHQDQW�
HQYLURQPHQWV�GHOLYHUHG�WKURXJK�D�SXEOLF�FORXG��:KLOH�WKLV�PD\�ZRUN�ZHOO�IRU�VPDOO�FRPPHUFLDO�
businesses, it proposes many challenges for large government enterprises that require a separate and 

securable cloud:

SECURITY AND COMPLIANCE
7UDGLWLRQDO�'DD6�VROXWLRQV�UHTXLUH�WKDW�\RX�DGDSW�\RXU�RUJDQL]DWLRQȇV�VHFXULW\�SROLFLHV�WR�ȴW�DURXQG�WKHLU�
VROXWLRQ��:KLOH�WKH�*RYHUQPHQW�LV�DWWHPSWLQJ�WR�DFFHOHUDWH�WKH�DFFUHGLWDWLRQ�SURFHVV�WKURXJK�)HG5$03��
WKH�SURFHVV�LV�ORQJ�DQG�FRVWO\�DQG�WKHUH�DUH�FXUUHQWO\�YHU\�IHZ�DFFUHGLWHG�&63V��

USER EXPERIENCE
7KH�XVHU�GHVNWRS�H[SHULHQFH�LV�ODUJHO\�GHWHUPLQHG�E\�&38�DOORFDWLRQ��VWRUDJH�EDQGZLGWK��DQG�QHWZRUN�
ODWHQF\��ΖW�LV�FRPPRQ�ZLWK�'DD6�PXOWL�WHQDQW�SODWIRUPV�WR�VHH�&38�DOORFDWLRQV�DQG�VWRUDJH�EDQGZLGWK�
WKDW�DUH�D�IUDFWLRQ�RI�ZKDW�D�SK\VLFDO�3&�SURYLGHV��)XUWKHUPRUH��LQ�D�WUDGLWLRQDO�'DD6�HQYLURQPHQW��
user data sits across the public network from the virtual desktop infrastructure creating long delays in 

DFFHVVLQJ�XVHU�GRFXPHQWV�DQG�ȴOHV��

MANAGEABILITY
:LWK�D�WUDGLWLRQDO�'DD6�VROXWLRQ��\RX�ZLOO�HLWKHU�EH�UHTXLUHG�WR�XVH�WKH�&63ȇV�GLUHFWRU\�VHUYLFH�RU�WR�VHW�XS�
D�VLWH�WR�VLWH�931�FRQQHFWLRQ�VR�WKDW�WKH�&63ȇV�'DD6�V\VWHP�FDQ�DFFHVV�\RXU�GLUHFWRU\�VHUYLFH��1HLWKHU�
DSSURDFK�LV�RSWLPDO��%\�XVLQJ�WKHLU�GLUHFWRU\�VHUYLFH��\RX�ZLOO�EH�IRUFHG�WR�GXSOLFDWH�\RXU�GLUHFWRU\�
information and continuously synchronize and maintain it, and linking your directory service to their 

'DD6�V\VWHP�LQWURGXFHV�:$1�ODWHQF\�LQWR�WKH�ZLQGRZV�ORJLQ�SURFHVV��LQFUHDVLQJ�XVHU�ORJLQ�WLPHV��
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The Best of Both Worlds: An On-Premises DaaS Solution
$�QHZ�DSSURDFK�DOORZV�JRYHUQPHQW�DJHQFLHV�WR�HPSOR\�9'Ζ�DQG�HQMR\�DOO�RI�LWV�DGYDQWDJHV�ZKLOH�
RYHUFRPLQJ�DOO�RI�LWV�DVVRFLDWHG�KXUGOHV��ΖQ�WKLV�QHZ�DSSURDFK��D�YLUWXDO�GHVNWRS�VHUYLFH�SURYLGHU�GHOLYHUV�
RQ�WKH�FXVWRPHUȇV�SUHPLVHV�DQG�RQ�WKH�FXVWRPHUȇV�QHWZRUN�ZLWK�DQ�6/$�GULYHQ�FRQVXPSWLRQ�EDVHG�
FRVWLQJ�PRGHO�Ȃ�SHU�GHVNWRS�SHU�PRQWK��

How an On-Premises DaaS Solution Works

$Q�2Q�3UHPLVHV�'DD6�VROXWLRQ�SURYLGHV�WKH�EHQHȴWV�RI�ERWK�WUDGLWLRQDO�'DD6�DQG�LQ�KRXVH�GHSOR\HG�9'Ζ��
low capital costs, predictable monthly operation costs, exceptional user experience, and no requirement 

for specialized skills: 

DELIVERED AS A SERVICE
2Q�3UHPLVHV�'DD6�LV�PDQDJHG�WKURXJK�DQ�6/$�DQG�LV�SULFHG�RQ�D�SHU�GHVNWRS�EDVLV��7KLV�HOLPLQDWHV�ODUJH�
upfront capital investments required for standard in-house VDI deployments while also greatly reducing 

FXVWRPHU�ULVN��ΖPSRUWDQWO\��DQ�2Q�3UHPLVHV�'DD6�SURYLGHU�KDV�D�SUHVHQFH�DW�WKH�FXVWRPHU�VLWH�ERWK�
GXULQJ�LQVWDOODWLRQ�DQG�IRU�RQJRLQJ�RSHUDWLRQ��)RU�D�VPDOOHU�VL]HG�XVHU�EDVH��W\SLFDOO\�OHVV�WKDQ�������
GHVNWRSV���RSHUDWLRQDO�WDVNV�PD\�EH�SHUIRUPHG�UHPRWHO\��

In addition to its day-to-day operational management of the DaaS environment, a service provider is 

DFWLYHO\�LQYROYHG�ZLWK�FXVWRPHUȇV�FKDQJH�PDQDJHPHQW�SURFHGXUHV��DQG�SURYLGHV�HQJLQHHULQJ�WR�HQKDQFH�
DQG�RSWLPL]H�WKH�FXVWRPHUȇV�YLUWXDO�GHVNWRS�HQYLURQPHQW��7KH�2Q�3UHPLVHV�'DD6�SURYLGHU�R΍HUV�OHYHO�
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����VXSSRUW�WR�WKH�FXVWRPHUȇV�KHOS�GHVN��ZLWK�HVFDODWLRQ�LQFOXGLQJ�RQ�VLWH�UHVRXUFHV��������GHVNWRSV�RU�
JUHDWHU���SDJHU��HPDLO��DQG�SKRQH�VXSSRUW��7KH�2Q�3UHPLVHV�'DD6�SURYLGHU�PDLQWDLQV�DQG�XSGDWHV�DOO�
DaaS hardware and software components, including new releases and updates, while the customer is 

UHVSRQVLEOH�IRU�PDLQWDLQLQJ�LWV�RZQ�DSSOLFDWLRQV��

EXCEPTIONAL USER EXPERIENCE
8VHU�H[SHULHQFH�LV�SULPDULO\�GULYHQ�E\�ODWHQF\��&38�SURFHVVLQJ�SRZHU��DQG�VWRUDJH�SHUIRUPDQFH��$�
low latency on-premises approach can be combined with a proprietary memory-based architecture 

RSWLPL]HG�IRU�9'Ζ��SURYLGLQJ�IRU�DQ�H[FHSWLRQDO�XVHU�H[SHULHQFH��)RU�H[DPSOH��&ORXG6KDSH�DOORFDWHV�����
*+]�RI�&38�SURFHVVRU�SHU�YLUWXDO�GHVNWRS�Ȃ�IRXU�WR�VL[�WLPHV�WKDW�RI�WUDGLWLRQDO�9'Ζ�DUFKLWHFWXUHV��7KDW�
XQLTXH�PHPRU\�EDVHG�DUFKLWHFWXUH�SURYLGHV�DQ�DYHUDJH�RI�����Ζ236�RI�VWRUDJH�SHUIRUPDQFH�SHU�YLUWXDO�
GHVNWRS�Ȃ�ȴYH�WLPHV�WKDW�RI�WUDGLWLRQDO�9'Ζ�DUFKLWHFWXUHV��

REDUCED COSTS
In addition to low capital start-up costs, an On-Premises DaaS solution can substantially reduce the 

current costs associated with PC stand-up and delivery, patch management, software upgrades, 

desktop hardware repair and replacement, end-user support, and hardware lifecycle replacement and 

PDQDJHPHQW��ΖQ�D�UHFHQW�JRYHUQPHQW�VWXG\��RQH�2Q�3UHPLVHV�'DD6�VROXWLRQ�ZDV�SURYHQ�WR�SURYLGH�D�
����FRVW�VDYLQJV�RYHU�ȴYH�\HDUV�ZKHQ�FRPSDUHG�WR�PDLQWDLQLQJ�SK\VLFDO�3&V�DQG�ODSWRSV��)XUWKHUPRUH��
FRVW�VDYLQJV�RFFXU�LQ�\HDU�RQH��WKXV�DOORZLQJ�WKH�JRYHUQPHQW�WR�XVH�H[LVWLQJ�IXQGLQJ�WR�GHSOR\�9'Ζ��

SPEED TO BENEFIT
When a standardized architecture and a proven approach are employed, On-Premises DaaS can greatly 

UHGXFH�WKH�WLPH�LW�WDNHV�WR�VWDQG�XS�9'Ζ��ΖQ�D�UHFHQW�JRYHUQPHQW�SURMHFW��RQH�2Q�3UHPLVHV�'DD6�VROXWLRQ�
ZDV�DEOH�WR�VWDQG�XS�DQG�SXW�LQWR�SURGXFWLRQ�D�����XVHU�9'Ζ�V\VWHP�ZLWKLQ�VL[�ZHHNV�IURP�SURMHFW�VWDUW��

CUSTOMIZATION
7UDGLWLRQDO�'DD6�LV�D�RQH�VL]H�ȴWV�DOO�DSSURDFK�ZKHUH�DOO�WHQDQWV�VKDUH�WKH�VDPH�EDVH�LPDJH��$Q�2Q�
3UHPLVHV�'DD6�VROXWLRQ�SURYLGHV�WKH�ȵH[LELOLW\�IRU�FXVWRP�EDVH�LPDJHV�ZLWK�XVHU�VSHFLȴF�DSSOLFDWLRQV�
DQG�VHFXULW\�VHWWLQJV�

CloudShape  
On-Premises DaaS Traditional DaaS In-House Reference 

Architecture

User Experience 
Relative to Physical PC Better Less Less

Processor Allocation 
Relative to Physical PC Equivalent Less Less

Storage Bandwidth 
Relative to Physical PC Higher Lower Lower

Network Latency Low High Low

CAPEX Cost Low Low High

Customization High Low High

Specialized Skills Required No Yes Yes
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Government Experience with On-Premises DaaS
2QH�)HGHUDO�$JHQF\�VRXJKW�WR�GHOLYHU�����SURGXFWLRQ�GHVNWRSV�ORFDWHG�LQ�/DWLQ�$PHULFD�DQG�:DVKLQJWRQ�
'&�RXW�RI�LWV�GDWD�FHQWHU�LQ�0LDPL��$IWHU�FRQWUDFWLQJ�ZLWK�WKH�2Q�3UHPLVHV�'DD6�SURYLGHU�&ORXG6KDSH��
WKH�SURMHFW�VWDUWHG�2FWREHU������ZLWK�D�����GHVNWRS�SLORW�DQG�E\�-DQXDU\������ZDV�GHHPHG�D�VXFFHVV��

Outcomes included:

• Rapid Deployment�Ȃ�PHHWLQJ�WKH�&Ζ2ȇV�GHDGOLQH�RI�D�JR�OLYH�GDWH�VL[�ZHHNV�IURP�SURMHFW�VWDUW��LQ�
an out-of-the-country location;

• Good User Experience – users reported desktop performance to be better than their physical PCs 

DQG�EHQHȴWHG�JUHDWO\�IURP�GHVNWRS�URDPLQJ�DQG�WKH�DELOLW\�WR�DFFHVV�WKHLU�DSSOLFDWLRQV�UHPRWHO\�

• Relatively Low Cost – compared to both existing physical machines and previous pilots of other 

9'Ζ�DSSURDFKHV�

7KH�2Q�3UHPLVHV�'DD6�DSSURDFK�ZDV�VKRZQ�WR�SURYLGH�D�����FRVW�VDYLQJV�RYHU�ȴYH�\HDUV�ZKHQ�
FRPSDUHG�WR�PDLQWDLQLQJ�SK\VLFDO�3&V�DQG�ODSWRSV��)XUWKHU�ȴQDQFLDO�DQDO\VLV�VKRZHG�WKDW�WKH�2Q�
3UHPLVHV�'DD6�DSSURDFK�SURYLGHG�D�����FRVW�VDYLQJV�DV�FRPSDUHG�WR�GLUHFWO\�SXUFKDVLQJ�WKH�V\VWHPV�
DQG�VRIWZDUH�WR�LQVWDOO�9'Ζ�DQG�WKHQ�PDQDJH�LQWHUQDOO\��)LQDOO\��DV�WKRVH�FRVW�VDYLQJV�ZHUH�LQFXUUHG�LQ�
\HDU�RQH��WKH�$JHQF\�ZDV�DEOH�WR�IXQG�LWV�9'Ζ�GHSOR\PHQW�RXW�RI�H[LVWLQJ�IXQGV�

7KH�2Q�3UHPLVHV�'DD6�SURYLGHU�LV�QRW�VXEMHFW�WR�)HG5$03�EXW�LQVWHDG�ZRUNV�ZLWK�WKH�$JHQF\ȇV�VHFXULW\�
WR�LQKHULW�WKHLU�VHFXULW\�FRQWUROV��LQVWDOOLQJ�WKH�FXVWRPHUȇV�VWDQGDUGL]HG�$QWL�9LUXV��6\VORJ�IRUZDUGHU�
DQG�FRQȴJXUDWLRQ�PDQDJHPHQW�DJHQW�WR�LWV�LQIUDVWUXFWXUH��$V�WKH�2Q�3UHPLVHV�'DD6�LQIUDVWUXFWXUH�DQG�
GHVNWRS�90V�DUH�MRLQHG�WR�WKH�FXVWRPHUȇV�GRPDLQ��WKH�FXVWRPHUȇV�VHFXULW\�FRQWUROV�VXFK�DV�DFFRXQW�
management policy, login timeouts, application control, password policy, and network access are 

inherited by the On-Premises DaaS system, which receives all customer group policies and inherently 

DGKHUHV�WR�WKH�FXVWRPHUȇV�VHFXULW\�SROLFLHV�

Conclusion
$V�)HGHUDO�$JHQFLHV�VHHN�ZD\V�WR�EHWWHU�VXSSRUW�*RYHUQPHQW�LQLWLDWLYHV�DURXQG�WHOHZRUNLQJ��%<2'��
mobility and Cloud-First while also lowering costs and reducing CAPEX, many are exploring the feasibility 

RI�9'Ζ��8QIRUWXQDWHO\��DV�)HGHUDO�H[SHULHQFH�JURZV��LW�KDV�EHHQ�VKRZQ�WKDW�KLJK�XSIURQW�DFTXLVLWLRQ�
costs, poor user experience due to WAN latency, and lack of specialized skills in ongoing management 

DQG�VXSSRUW�RIWHQ�ULQJ�WKH�GHDWK�NQHOO�IRU�*RYHUQPHQW�9'Ζ�IHDVLELOLW\�SURMHFWV��$Q�2Q�3UHPLVHV�'DD6�
solution has been proven to addresses the issues experienced elsewhere, performing so impressively 

WKDW�RQH�)HGHUDO�$JHQF\�KDV�SODQV�WR�UDSLGO\�UDPS�XS�IURP�QHDUO\�������GHVNWRSV�WR�PRUH�WKDQ��������
GHVNWRSV�ZLWKLQ�D�WZR�\HDU�SHULRG�

�������������_�info@cloud-shape.com�_�www.cloudshape.com


